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Methods for Configurable Hardware Design

Introduction

While adding post silicon production configurability has ample precedence with the introduction of
FPGA devicesint he | ate 1980’ s, it iASSP aad AStCanchitectures. cAglagit
gates continue to get cheaper, the corresponding benefits of making devices configurable with the
advantages of time-to-market, reduced project schedule risk, and inventory risk in post production are
too important to ignore. Indeed, similar benefits are demonstrated by the enormous success of
programmable controllers, processors, and DSPs in most if not all SoC architectures as compared with
hardwired function specific logic blocks that are considerably less general purpose in nature. A
strengthening of this trend toward enhanced configurability is also seen with increased availability of
Platform SoC Architectures.

The following examples illustrate the growing trend of configurability and programmability in SoC device
architectures:

A Freescale™ (Platform SoC)

A Texas l nstruments OMAP™

A Centillium Atlanta™ SOC Solutions

A Faraday F1C8120 Meldia Composer™ ( MDC
A Xilinx Virtexm™

A Altera Stratixm™

A Cypress PSocC™

(All trademarks are the property of their respective owners as indicated above.)

While many micro-controller devices have had all the ear markings of configurable SoC or platform SoC
architectures, they have not been as rich in system features for more specific application requirements. These
low cost micro-programmable parts do, however, demonstrate the common need that all configurable
devices have for permanent or non-volatile memory. While FPGA devices, the ultimate in configurable
architectures, also need permanent memory, the most popular of these SRAM based architectures have long
relied on off-chip non-volatile memory. Most micro-controllers due to their small chip size are manufactured
utilizing an E2PROM or Flash process. All of these devices have long been seeking a CMOS logic non-volatile
memory (NVM) technology that may be integrated utilizing general purpose CMOS logic process technology
with no additional mask or process steps.

The invention of a proprietary CMOS antifuse based memory array promises high density CMOS logic non-
volatile memory for configurable SoC architectures.

The Economics of Configurability

It has long been held in the field of micro electronics that the underlying engine of progress is supported by
cost reduction. Technology and the economics of cost reduction go hand in hand. What makes the concept of
configurability interesting is that there is in fact a die area overhead or cost adder for its inclusion in a chip
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design. The cost premium of FPGA devices relative to ASICs demonstrates this and has limited FPGAs use in
high volume applications. In contrast, configurability may be added to many SoC architectures for little or no
incremental cost. This is particularly true in cases where the chip is I/O pad limited.

With all the historical efforts made to miniaturize die areas, why should a chip architect consider increasing a
devices core die area by adding configurability? The answer to this question, of course, comes down to
economics and what economic benefits may be obtained through a very small percentage increase in die area.
Note that many of the primary benefits of configurability are similar to those promoted by FPGA vendors as
follows:

A Reduced wafer mask costs (Figure 1)
A Reduced project risk
T NRE (Non-Recurring Expense)
T Schedule (Time-to-Market)
A Improved productivity
A Reduced inventory obsolescence risk
A Increased market share through increased competitiveness

CMOS logic NVM is already in the emerging stages of being used for firmware, firmware parameters,
SoC logic configuration, as well as for permanently storing device state information for yield
improvement and self-repair. Within the last year, Kilopass has experienced a strong trend as
customers rapidly expand the use of the methods introduced here, as well as new and innovative
approaches outside the scope of this paper.

4 * Mask Set Cost = $55%%

Platform Mask Set Cost = $
Figure 1. Reduced Wafer Mask Costs

One of the most significant cost benefit arguments for adding configurability on-chip is the use of
configurable SoC architectures to reduce chip sets in a product line to a single wafer mask set. With
the escalating costs associated with producing a single chip, the reduction in NRE costs are
substantial.
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Requirements for SoC Configurability

In order to maximize the benefits of establishing a configurable SoC architecture the following requirements
are proposed:

1. Integrated firmware and system software — this may be parameterized in order to simplify
configuration of the firmware in post production

2. A well defined common set of hardware components —Hard IP blocks are provided
internally or via third parties which are pre-verified

3. Permanent Memory (Internal NVM) needed to securely store SoC configuration
information

As mentioned above, the | ogic NVM is nseorfigumttbn t o st o
information may take several uniquely different forms. Configuration data may be settings for a variable used

in a hardware function or firmware procedure as well as for analog tuning or calibration. In some cases there

may be multiple boot code images which may be programmed active prior to shipment to the end-customer.

This configuration data is highly dependent on the preference of the architect and the design problem being

solved.

CMOS Logic Non-Volatile Memory

For tight integration of on-chip configurable features, embedded non-volatile memory is highly preferred.
While it is possible for an architect to require a serial EPROM or Flash device as in the case of FPGA devices,
most SoC devices would strongly benefit from permanent in-package or in-system programmable NVM that is
transparent to the end-customer. For the purposes of this paper, only CMOS logic NVM technologies are
considered for comparison. There are three main technologies used for logic NVM which are described for
comparison in Figure 2.
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Figure 2. CMOS Logic Non-Volatile Memory Technology Characteristics

For configurable SoC architectures, high density logic NVM is required in order to support the amount of bit
information storage required. Due to the limitations of other technologies in the more advanced process
technologies, the only viable choice for configuration data storage is the CMOS antifuse type of logic NVM. In
almost all cases no more than 1K-bits of data storage is available for the other types of memory technologies
below 130nm. This is due to the basic technology limitations of these other types of logic NVM technologies.

An additional requirement for SoC configuration data storage that is of growing concern is security. It is
notable that all of the leading FPGA vendors now use encryption to store FPGA configuration data. Thisis an
indication of the importance of security at the physical layer in choosing a logic NVM technology for
configuration data storage. The more valuable the device design IP the more important the need for security

in order to protect against cloning, over-production, and reverse-engineering.

www.kilopass.com

Page 4/8

Kilopass



White Paper

100k 5 100k
Floating-Gate Devices continue losing
charge due to thermionic activation and
tunneling of electrons
10k o 10k
e k4 e 1k
H H]
o o
O O
5 XPM Cell has no charge to lose. Resistance 'rf
100 o distribution of anti-fuse links becomes even tighter 100
after bake due to annealing effect
104 104
1 T T T T 1 1 T T T T 1
0 20 40 60 80 100 0 20 40 60 80 100
Cell Current (a.u.) Cell Current (a.u.)

Figure 3. Reliability Comparison between Logic Antifuse and Floating Gate

Given that many SoC design requirements may include higher reliability with no vulnerability to soft errors,
choosing a technology other than floating gate may be an important system level requirement. One example
is the case of CMOS Image Sensors that include on-chip image processing; exposure to light would be
catastrophic to information stored in a floating gate type of logic NVM technology.

Methods for SoC Configurability

Due simply to the lack of availability many system level designers have made use of external NVM for storing
system operating system and/or application software. Until very recently, this capability has not been used
broadly by chip design architects due to the absence of the right logic NVM technology. Most frequently
designers have implemented what would otherwise be soft configurable with hardwired masked ROM which
may not be altered or changed after chip fabrication. With the advances of on-chip programmable permanent
memory, boot code and parameters may now be stored directly on-chip (see Figure 4 below).

Two-chip NVM Solution | [bOOt code]
- |Mrom| [sraw| |SRAMIvQ EPROM/ .
. Embedded McU/Dsp | ~<@immmm [| AS}H Parameter List;
ISRAM| | SRAM I : \\ param a (X,Y);
T param b (xy);
Reduced Cost Smaller Die Area N .
param i (X,y);
Embedded NViM Solution
F Embedded MCU/DSP Proc A/ B/ C(var);
F [maw] [ sram |3 Proc Main;
Design Flexibility SOC : Physical Layer Security

Figure 4. Configuration using programmable Firmware and Firmware Parameters
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the memory in logic NVM and other portions stored in masked ROM. With the use of parameterized

firmware, parameters would then be stored with the boot code in the programmable CMOS logic NVM hard IP

block. If required the boot code section of memory may be structured to include multiple images which could
be soft selectable prior to final shipment to the end-customer or even at a later date in-system. Otherwise,
through the use of parameterized system settings, the features and functionality may be further defined,
limited, and/or expanded at the same time. The power provided through such configurable schemes will
continue to be expanded with the availability of digitally tuned analog features which may also be
programmed just prior to shipment. Additionally DSP tables may be stored in logic NVM making any DSP

function highly configurable.

NVM

Function A ——
FunctionB —

FunctionC —

Function N —

ouT

Programmable MUX Select / LUT

for Configurable H/AW Functionality

Figure 5. Configurable Hardware Design Methods

While parameterized firmware is not the only method for making SoC architectures configurable, it is a very
powerful method with arguably the highest economic return since this would be the most likely needed
method for reduction of multiple mask sets into a single mask set across a chipset. Another method shown in
Figure 5 above is the use of configurable hardware primitives such as a multiplexer or combinations of
multiplexers with programmable select lines and/or configurable logic lookup tables. Since many of the basic

patents for FPGAs that might have interfered with these methods have expired or are due to expire in the near
future, these types of configurable functions may be available to the larger SoC design community. These may

be used in combination with larger embedded functional blocks, DSPs and CPUs in order to achieve a higher
degree of SoC configurability with very little incremental cost to die area and/or power budgets.
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Figure 6. Tuning and Calibration of Analog & Mixed-Signal Circuits

Inspi te of the explosion of SoC design activity in t
requires that most SoC architectures include analog features on-chip. With continued advances we are now

seeing digitally tunable clocks, RF, audio, video, and so on. All of this tuning, calibration, and trim information

needs to be stored permanently and is in many cases unique to each device. In the example illustrated in

Figure 6 above, an industrial environmental control system makes use of sensors that store calibration

information in on-chip NVM which is transparent to the system level designer. This tightly coupled capability

provides differentiation and a high degree of flexibility within the device architecture.
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Figure 7. Permanent Storage of State Information for Repair and Self-Healing

As SoC device complexity increasesat t he rate of Moore’ s L awlkewisehe chall
increase. This means that SoC configurability also requires methods for enhancing both quality and reliability

when designing for manufacturing. As part of this requirement, the ability to store state information on-chip is

critical. For example (see Figure 7), chip manufactures may now store bad pixel or memory bit information

directly on-chip rather than requiring an external EPROM device which may offset the yield enhancement

www.kilopass.com Page 7/8

Kilopass



White Paper

cost-benefits of having NVM available. This also tightly integrates yield and quality enhancement making
these sensitive issues transparent to the end-customer.

Securing SoC Configuration Data

With the proprietary invention of the use of a CMOS logic antifuse in a logic non-volatile memory array,
physical layer security became a reality for storing sensitive information such as configuration data inside a
SoC.

provides protection against:

Passive Attacks
— RGlitching
— Power Analysis
— Data emanence

Semi-Invasive Attacks
— UV Attacks
— Microscopy
— Fault Injection
— Voltage Contrast
— Magnetic Scan

Invasive Attacks
— Chip Modification
— Micro-probing
— Reverse-engineering
— Rear-side Approach

Figure 8. Secure Storage of SoC Configuration Data

As indicated above in Figure 8, it is not possible to physically identify information stored in a Kilopass CMOS logic
antifuse type of memory using traditional methods. In order to further enhance security, Kilopass XPM (Extra
Permanent Memory) also includes a user programmable lock-bit with an output bit that may be used to disable the
test interface. Providing unprecedented physical layer security, identification of sensitive configuration information
stored in XPM memory would be prohibitively costly and time consuming. The SoC IP is secure from reverse-
engineering by global competitors.

Summary

Due to the inherent advantages of wafer mask set reduction, project schedule risk reduction, and inventory
risk reduction combined with the benefits of shortened time-to-market, there are significant economic
benefits that drive the addition of configurable features to SoC architectures. Highly secure logic non-volatile
memory is needed on-chip in order to store sensitive SoC configuration information.

Chip vendors who rapidly adopt configurability as part of their SoC design methodologies will obtain
competitive and economic advantages over those who do not. This trend will drive rapid adoption using the
methods suggested in this paper as well as new and innovative methods not included in the scope of this
document.
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