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KILOPASS TECHNOLOGY INC. 
 

Kilopass’ mission is to provide state-of-the-art embedded non-

volatile memory solutions for standard CMOS IC designs with the best-

in-class benefits of lowest cost, total security, highest performance, 

single-chip integration, and the option of in-system field-

programmability. 

 

 
COMPANY OVERVIEW 

 
Embedded Non-Volatile Memory (NVM) has significant application in most integrated circuit designs, but its use 

has been hampered from serving these applications by a major shortcoming:  NVM technology is not compatible 

with standard logic CMOS processes. NVM adds cost to a logic process because it adds processing steps. It also 

typically lags leading logic process geometries by a few generations. Finally, in an era of increased concerns over 

intellectual property theft, embedded NVM susceptibility to being read by microscopy has become yet another 

drawback to its use in a range of applications. 

 

Kilopass Technology Inc. is a leading supplier of embedded NVM intellectual property that leverages standard logic 

CMOS processes to deliver one-time programmable (OTP) structures based on its extra-permanent memory (XPM) 

technology. The memory can be used for the storage of firmware, security codes, calibration data and other 

application-critical information.  

 

 
 

KILOPASS TECHNOLOGY 
 

A distinctive feature of the Kilopass technology is that it uses standard CMOS technology compatible with any 

foundry logic process offering. It is an anti-fuse technology rather than a charge storage technology. Anti-fuse 

technologies have been used in NVM for over two decades, but Kilopass was the first to implement an NVM in 

standard logic CMOS. Flash and other charge type of floating-gate NVM technologies are limited in their ability to 

store charge because as the logic oxides get thinner, direct tunneling occurs and the charge tunnels off. Thus, Flash 



charge storage technologies have scaling limitations between 80 and 85 Angstroms for the tunnel oxide thickness. 

That is the thickness of the tunnel oxide Flash must have to reliably hold the charge once it is stored. Logic 

technology gate oxides have long since become thinner, now in the range of 30 Angstroms. Moreover, the lower 

voltage, required achieving tunneling, limits the spacing between storage cell elementsðthe transistors. In other 

words, with Flash, there must be some defined amount of isolation between transistors. Kilopass technology by 

contrast does not require this spacing. It obeys standard logic technology design rules with regard to transistor 

spacing. Additionally, it scales with the standard CMOS transistor with each successively leading process node. In 

fact, a primary benefit is the fact that the XPM cellôs density and performance characteristics actually improve with 

process scaling.  

 

XPM PRODUCTS 

 
The Kilopass XPM product family is comprised of a collection of field programmable memory blocks sold as 

intellectual property in the form of a GDSII layout. These blocks come in a wide range of memory sizes, ranging 

from a very small 16-bit offering all the way to blocks of several megabits in size. 

 

Based on eight years of product success, the XPM product has a library of pre-conýgured non-volatile memories 

across more than 10 semiconductor process technologies. In addition, it also supports various conýguration options 

to avoid extra waste and thus saves silicon area. The off-the-shelf product enables a fast time-to-market, and lower 

cost solution.  

 

APPLICATIONS FOR XPM MEMORY 

 
Many applications and market segments can realize the benefits the XPM technology provided for IC and SoC 

developers. The XPM market size is estimated to be $500M annually and continues to expand its market through 

innovation.  

 

- Code Storage  

The embedded MCU designs benefit greatly from the inclusion of on-chip embedded high density NVM memory 

blocks for field programmable firmware storage.   

 

XPM Benefits 

o Masked ROM Patch for field update ability 

o Physical Layer Security 

o Minimize Re-spin Cost for product line customization 

o No Extra Board Space 

o Highly reliable for automotive & industrial applications 

 

 

- Trimming and Self-Healing 

There are many applications such as LCD Displays, A/D, and D/A as well as other CMOS analog circuits 

that benefit from ñtrimmingò, the ability to adjust that analog circuit in software.  Trimming parameters 

require on-chip non-volatile storage capabilities.  This requirement is an ideal fit with these emerging CMOS-

based NVM memories. 

XPM Benefits 

o Low cost 

o On-board Programmable 

o High Yield and High Reliability 

o Supports Low Power and High Voltage Process Technologies -- 180nm down to 40nm 



 

         
 

 
 

- Security 
The NV data stored in an XPM cell is virtually impervious to detection since no voltage, or electronic or magnetic 

fields are stored.  Since encryption algorithms, security keys, tracking IDs, and certificates may be embedded within 

an IC, excluding access external to the IC, developers may now achieve unprecedented levels of security for their 

systems.  This level of design security has broad applications in financial, governmental, military, medical, business 

enterprise, and even consumer markets. 

 

 

 

Passive Attacks 

Å Glitching (F.G.) 

Å Power Analysis (F.G.) 

Å Data Permanence (F.G.) 

Semi-Invasive Attacks 

Å UV Attacks (F.G.) 

Å Microscopy (e-fuse) 

Å Fault Injection (F.G.) 

Å Voltage Contrast (F.G.) 

Å Magnetic Scan (HDD) 

Invasive Attacks 

Å Chip Modification  

Å Micro-probing (e-fuse) 

Å Reverse-engineering 

Å Rear-side Approach (e-
fuse) 

XPM Protects 
Against 



 

- Defense & Space 
Military and aerospace applications that demand radiation hardened or radiation tolerant characteristics as well as 

immunity from theft will find the XPM technology uniquely attractive. Anti-fuse technology implemented in field 

programmable gate arrays has already found application in many Rad Hard defense and space systems.  The XPM 

process is anticipated to have equivalent radiation tolerant characteristics to a Rad Hard anti-fuse, making the XPM 

memory cell a good candidate for many of these high-reliability and high-security applications. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

www.kilopass.com 

Tel:  (408) 980-8808 

Email:  info@kilopass.com 

 


